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to.0 o5 'Disabled" 4 |, “Store password using reversible encryption” jlade g 418, ) o 4

Configure the policy value for Computer Configuration -> Windows Settings ->

Security Settings -> Account Policies -> Password Policy
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‘psddse x5 'Disabled" 4 1, "Configure Solicited Remote Assistance" lade g 48, 15 yws 4

Configure the policy value for Computer Configuration -> Administrative Templates -> System -
> Remote Assistance
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Configure the policy value for Computer Configuration -> Administrative Templates -> Windows
Components -> AutoPlay Policies
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Configure the policy value for Computer Configuration -> Administrative Templates -> Windows
Components -> AutoPlay Policies
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Configure the policy value for Computer Configuration -> Administrative Templates -> Windows
Components -> AutoPlay Policies
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peRdas x5 "Disabled"« |, "Always install with elevated privileges" lade g aid, 55 oo 4

Configure the policy value for Computer Configuration -> Administrative Templates -> Windows
Components -> Windows Installer
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ipa®de ymxs "Disabled"« |, "Allow Basic authentication" jloge g 48, 5 e 4

Configure the policy value for Computer Configuration -> Administrative Templates -> Windows
Components -> Windows Remote Management (WinRM) -> WinRM Client
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‘o yoxs "Disabled"« |, "Allow Basic authentication" jloge g 428, 5 s 4

Configure the policy value for Computer Configuration -> Administrative Templates ->

Windows Components -> Windows Remote Management (WinRM) -> WinRM Service ->

" Allow Basic authentication" to "Disabled".
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HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows

NT\Current Version\Win logon
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HKEY LOCAL MACHINE\SOFTWAREMicrosoft\Active Setup\Installed Components
64-bit systems:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed

Components

Do Sgazxo wLIegistry & (Glxo juf) wlaiil b ow yws ¢ SCOS-1-20

1§ ywodly ogx

registry &y elidl ol)lS gy (50551 Camay 51 (6,5 sl (6l e 4l 51 05 Jol> il
90 geeann bl pregistry olS 5,00 sla jeore aas il ould gun Sy

HKEY LOCAL MACHINE\System\CurrentControlSet\Control\SecurePipeServers\Winreg\

Administrators - Full

Backup Operators - Read (QENR)

Local Service — Read
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Configure the policy value for Computer Configuration -> Windows Settings ->
Security Settings -> Local Policies -> Security Options -> "Accounts: Limit local account use

Of blank passwords to console logon only" to "Enable".

il jlee wls aisLisl SID/Name sl (aos 5) junds ¢ SCOS-1-22
ausl axls | (translation) g,l5° o bl 4y 08 b jlre o)) )15 Jakd ayles o0l )3

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Allow anonymous SID/Name translation" to "Disabled".

3 3908 aolS SLeMb] sol> aiigs) SAM aiigy s 0)l5 sl a3 cwsliisl Slusi 3929 : SCOS-1-23
bl jle yuf wal (G909 59 625 pU

s 2 1) 01205 jlome 08 35,5 05l SAM aligy (62,5 sl ol 5l (bl Slaas S92 1 ol 40
Syt o8]8 pinns (lol blas 5l Concd G o35 (s e (625 b Clus plad Cencd 4y (s s
WSee w13 1) e 4 dlos are &S

Windows Settings ->
Security Settings -> Local Policies -> Security Options -> "Network access: Do not allow

Anonymous enumeration of SAM accounts" to "Enabled".
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Windows Settings ->

Security Settings -> Local Policies -> Security Options -> "Network access: Do not allow

Anonymous enumeration of SAM accounts and shares" to "Enabled".

Wb obl ALl ot a3 ASLUOL ow piwsd Wilgim a5 (PipPES) sjlge srussld: SCOS-1-25
Wbl H9 e 59y 32 Sl b G9l> AT Wigd (s Sy (Frg
il andlo i 4 aSLEL Glo  cw ws Ailgie a5 pipes (o) g5lae ool s ol 7 5
B )b (sl (slo Azl Ao ool i & o (i il s o3ill 5 ety O
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s glite Calisie (gl ity 45 pU (6o (5550 (slaans])d ol wil yulul b ojls ol 4
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Windows Settings ->

Security Settings -> Local Policies -> Security Options -> "Network access: Named pipes

That can be accessed anonymously" to be defined but containing no entries (blank).

Al 0dls (guou 3y W ld g s jo registry paths a g0 ol 3l jlxe jé ow yiws : SCOS-1-26

FowalS G sl registry paths M a5 Slewdais i lo registry 4 j90 ol 5l slo cw s 4 5La by w8
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Ly |, registry 4
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Remotely accessible registry paths" with the following entries:

System\CurrentControlSet\Control\ProductOptions
System\CurrentControlSet\Control\Server Application

Software\Microsoft\Windows NT\CurrentVersion.

Aoud (g ywd jo 45 Sub-paths g registry paths « ;40 ofy 3l jlxo jé owyiws 1 SCOS-1-27
Sl el jaans Ol g sl g ol c als sl ol g oulel 2 SGregistry s Jlea]
;I sub-paths 4 registry paths s a5 Sleudas .o)ls registry a j90 of ) 5l gla o yiws 4 5Ld b a8
o yd 3515 Lol Mite g dgame b registry paths cpl .ociws o yiws ;o 498 ol 5l FamnlS S

Sy |y registry 4 wliisl olsdl

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Remotely accessible registry paths and sub-paths" with the following entries:

Software\Microsoft\OLAP Server
Software\Microsoft\Windows NT\CurrentVersion\Perflib
Software\Microsoft\Windows NT\CurrentVersion\Print
Software\Microsoft\Windows NT\CurrentVersion\Windows
System\CurrentControlSet\Control\ContentIndex
System\CurrentControlSet\Control\Print\Printers

System\CurrentControlSet\Control\Terminal Server
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System\CurrentControlSet\Control\Terminal Server\UserConfig
System\CurrentControlSet\Control\Terminal Server\DefaultUserConfiguration
System\CurrentControlSet\Services\Eventlog

System\CurrentControlSet\Services\Sysmonlog.

gl dguzre Wyl s (5 yIAF STl O ylg0 9 (53190 s T 8 4y ALl g yws 1 SCOS-1-28
O ygar 45 dmie ojlrl 00 (6,35 Sl 550 5 (65150 (gl 0T B 4 xSLL (lo (s yiss 1 ol 7
338 (63190 A o yiwd Sloclais (nl 39 wal B s 4 (Lol (e oy 00dll 5 Sley
Network access: Shares " 4 " Network access: Named Pipes that can be accessed anonymously"
B 50 Slell co aub 99,8 45 wiSe dgae |y Wil suls iy a5 "that can be accessed anonymously

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Restrict anonymous access to Named Pipes and Shares" to "Enabled".

3o ol S ol 5 | iUl as yias Siligiono 4 (o0 (g I8 ST 3ibl) S yicdeo 4t : SCOS-1-29
il

A Gl g | e ey (qawpwd SO S e A @y S lil g i s o
IS (659)T) (65 1, gl 4S) Uy S oLzl 1) ol ledlol lgine qus iasd ol 4505 w3

sl 00 ol el 35 s 5o oo b gl Slie aSl 51 il Lol el 1g jLwesly 042

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Shares that can be accessed anonymously" contains no entries (blank).
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WS g5 ol> LAN Manager o ool hash sl o, g3lw 0 553 31 asb ot 1 SCOS-1-30
3,0 852 Il iz g i e ool Cars (6,50, v 6501 G 5l LAN Manager hash : Jos! 7 o
hash «lg=>U olgz> Glodats pl 0aiiSe sniiwl (6 0,5 slplus 5o, <bibs & IS 50, sl hash .yl las

b e Wb o leile 40 g Wi 0,53 SAM alig o |y LAN Manager ,g.c slaasls

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network security:
Do not store LAN Manager hash value on next password change" to "Enabled".

S pudiid NTLMV2 &y yoliw 8 » oo bod b LanMan o jLos! o ¢ SCOS-1-31
S5 8, I,NTLM 4LM ,

Sl 45555 6l Ol i liel Gl (P rhi sk Kerberos v5 e Lol S5 5 2 Jloar) @ 00
server g client L 5,550 gl p j90img (g lo azseis 1o )ls (65068 sl a5 « NTLM.ailoe ailo
&1 45 5 aidlie wiiSs woliil 1 5145 (60,015 (slo el 5 59005 (LS gl Az (T2l Sl y0 o8
oolitl an (sl 4t 5l a5 Jitwe (gloigalS @ 095 (miasyliel gl 15l uizean gtie wil)l
VT RVOIL TR VEL WO

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network security:
LAN Manager Authentication level" to "Send NTLMv2 response only. Refuse LM & NTLM".

S35 ol priowanw 4 5395 09,9 31 AT e pulisd (5 9k Wb Recovery Console 4 35 : SCOS-1-32
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Recovery
console: Allow automatic administrative logon" to "Disabled".

sl Anils 1y Jole s 3 it gz Jok 35 wsls wbedtls g 1)l skl : SCOS-1-33
s 3 (ot S sy Wilge Gl )5 4y canliol sl (g ) Gsi> sllel 1 Jloz] g o
Joe" Gsix b 505 lples ans )5 4 YU zlaw slo el 5o imen ¢ administrative sls
oy Sl e a9 355 asie )5 12 85 (008 (B8 peilye 1) aiies Jole i 5] (i3 (s
o5 J S wilgte o ol b o t)l5 e j2 i)l o s Ll &y oo g (s Lol b )57 450,55

5l AL s

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Act as
part of the operating system" to be defined but containing no entries (blank).
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Windows Settings ->Security Settings -> Local Policies -> User Rights Assignment -> "Create a
token object" to

be defined but containing no entries (blank)
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Debug
programs" to only

Include the following accounts or groups:
Administrators

Administrative Templates -> Windows Components -> Windows Defender -> "Configure
Microsoft Active Protection Service Reporting " to "Disabled".
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Windows Settings -> Security Settings -> Account Policies -> Account Lockout Policy ->
"Account lockout duration" to "0" minutes, "Account is locked out until administrator unlocks it"

WSS 0849 1 1y el I JBlas> vl (bad 1080N) caw0b ssgyg ly W jlxo slaxs :SCOS-2-5
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Windows Settings -> Security Settings -> Account Policies -> Account Lockout Policy ->
"Account lockout threshold" to "5" or less invalid logon attempts (excluding "0" which is
unacceptable).
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Windows Settings -> Security Settings -> Account Policies -> Account Lockout Policy -> "Reset
account lockout counter after" to at least "60" minutes
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Windows Settings -> Security Settings -> Account Policies -> Password Policy -> "Enforce
password history" to "5" (or more) passwords remembered.
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Windows Settings -> Security Settings -> Account Policies -> Password Policy -> "Maximum
password age" to "120" days or less (excluding "0" which is unacceptable).
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Windows Settings -> Security Settings -> Account Policies -> Password Policy -> "Minimum
password age" to at least "1" day.
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Windows Settings -> Security Settings -> Account Policies -> Password Policy -> "Minimum
password length" to "12" characters
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Windows Settings ->Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Logon -> "Audit Credential Validation" with "Success" selected.

Account Logon - Credential Validation a5 s¢i gucs ,.Sw g1 4ig5 4 b poiowns :SCOS-2-12
.5 audit |, failures.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Logon -> "Audit Credential Validation" with "Failure" selected.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Computer Account Management" with "Success"
selected.

Account Logon - Computer Account 45 sgi guss S ! 4365 4 Wb i :SCOS-2-14
...5 audit |, Management failures.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Computer Account Management" with "Failure"
selected.
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Account Management - Other Account as 5o (oo ;5o (5l 4s5 4 Wb poiowanws :SCOS-2-15
...5 audit |y Management Events successes.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Other Account Management Events" with "Success"
selected.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Other Account Management Events" with "Failure"
selected
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G5 lallas (i 4 dilgis el glo Colled SY 5l g dlds S (gl s ol 75
LR Cyaiorads g ol 00L8 3las] a5 (oolaimle gu) o lodgas Judond « L gy 0 D92 g0 SIS b e
395 590 45 (gl A5 b s 3590 55 Syl 5l ol Alis dngd gly b Y (giran S a8 SHla
o s ool Jdow gl Sl ol g5l por ol 65y sl Consl 4T85 5 (o0liciuslsgus)
Lol (65970 Sl 0 il 58 slo)l3; 5 SSine gl ALl asis 5 (Sledb

1) 09,5 sl yuais Jolis e ciniol (6l 09,5y by « B ¢ olomy) ez 3| B alad el 05,5 ke
e L

1ol 2 s ok (st b Gl e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Security Group Management" with "Success"
selected.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit Security Group Management" with "Failure" selected.

Account Management - User Account 45 ogd guoduy,Sw gl 495 4 Wb s :SCOS-2-19
.5 audit |y Management successes.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit User Account Management" with "Success" selected.

Account Management - User Account a5 sgi guou Sy gl 4ig5 4 Wl ot :SCOS-2-20
.25 audit 1, gdg0lManagement failures.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Account Management -> "Audit User Account Management" with " failure" selected.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Detailed Tracking -> "Audit Process Creation" with "Success" selected.

I, Logon/Logoff — Logoff successes. 45 sgus g Sy gl 45e5 4 Wb g :SCOS-2-22
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Logon/Logoff -> "Audit Logoff" with "Success" selected.

I, Logon/Logoff — Logoff successes. a5 s guou S (gl 4565 4 Wb g :SCOS-2-23
.S audit
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Logon/Logoff -> "Audit Logoff" with "Success" selected.
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Logon/Logoff -> "Audit Logon" with "Failure" selected.

Logon/Logoff - Special Logon a5 sgi suu,Say gl 498 @& Wb powmw :SCOS-2-25
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Logon/Logoff -> "Audit Special Logon" with "Success" selected.
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Windows Settings ->Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit Central Access Policy Staging" with "Success" selected.

Object Access - Central Access Policy a5 sgis (guos ySu (gl 4365 @ Wb g :SCOS-2-27
.S audit 1, failures.

&0,y slallas aseis 4 wlyie pias glo Sodlad SY 5l (ree allis S (5 IS Jloxl 2y
RS Cyaiorads g Cowl 0008 3las] a5 (oolaimle gu) o lodeas Judond « L gy ;0 D92 g0 SIS b e
dga3 3,90 4 (gl Al b pacs 3550 50 S lae 5l gl Wlss as gl b SY (G iS5 SS e
sl ol casal o gl Sledbl cpl (58] o ol (55950 Jlws ol 418,518 (ooliule gu)
Lol (55970 Yl 0 il 58 slo)l3, 5 SSin sl ALl ais 5 (Sledb

(855 yo (o yiwd el w92 ,l>) Central Access Policy Staging (ceuls SY &b las jslaio) 6 o
Gl s Bjgme Sglad @ by Bl el 0,5 Jled (gl a5 el Object Access  acgoxo )
Dgie oolitul (olgiiy lo Cesliw 5 (535 50 (ot
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access > "Audit Central Access Policy Staging" with "Failure" selected.

I, Object Access - File System failures. as sgi gucs ;K (gl 4565 4 Wb o :SCOS-2-28
.S audit

G Sy slallas asets 4 wilgie e @lo Collad SY 5l gree dlis S 5l i Jlol 7 5
LR Cyaiorads g Cawl 00L8I 3las] a5 (oolaimlegu) o ladeds Judoni « L gy 0 99290 SIS b e
3955 350 45 (gl AL Uy i 350 50 Sl 5l sl Alis 4 sl b Y (hmee 1S SaS EMlax
Gl ol ol Julos gl SeMbl ol 6,80 aa Cenl (6y5p5 sl Conl 41,5 15 (oolitilegus)
Lol (559,70 Yl 0 il 58 slo)l3) 5 SSine sl ALl aiS 5 (Sledb

Sl 0,8 Jled gl S cuwl Object Access ac gazxa 3 File System (casles SY el Jlos j5laie) 6 jues
6l Al (I BY Slod) (6 e Sgioro o3liil b (6,555 115 5 Lls 1ois o os yiss s Logy yo LS
g (gmy 2 ST GLEY) iyl o Ll 45T il Jlab 5 (o5 (ot sLelild

1ol 2 s ok (st b3l e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit File System" with "Failure" selected.

Object Access - Handle Manipulation a5 sgi guss 5y (gl 4565 4 Wb g :SCOS-2-29

...5 audit 1, failures.
&Sy slalls arseis 4 Algie pies glo ollad SY I (ghae dlds S (55leSS s Jlaxl 2y
LR Cyaiorads g Cowl 00L8I 3las] a5 (oolaimle gu) o lodeas Judond « L gy 0 D92 g0 SIS b e
3585 330 45 (5] A5 |y piemns 330 50 S ylte 51 ol Alis angs el b SV (ghan 1S KaS e
b alls el Jelw gl SleMbl ol oysl aor sl (650 oy Consl 43,5 13 (o3lituslsgus)
) Handle Manipulation .cul (65,0 jlows o,latie e slo L8 ¢ S sl ailid asis g Sledbl
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4 bgye OBl b 0,5 Jlad cawyo gl a5 el Object Access asgozxe ) (b (5 ) Kiws 4 Sow,
(s sl (6l b (Gl Y la) (g e -l 5l 0550 o (6,555 pls 5 Lol s g g s

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit Handle Manipulation" with "Failure" selected.

I, Object Access — Registry failures. a5 oo oo Sy (5l 4% @ Wb povwaw :SCOS-2-30
o5 audit

&,y slallas arseis 4 g piees glo Collad SY Sl (ghae dlds S 55laeSS s Jlaxl 2y
LR Cyaiorads g ol 00L8I 3las] a5 (oolaimle gu) o lodeas Judond « L gy ;0 D92 g0 SIS b e
3525 050 a5 (gl Al b e 9550 50 S jlae 5l ol dlis and lp b SY (G S S S e
Gl ol ol el gl oSl il sl qoz ol (65 y0 sl el 48,5 15 (ool gus)
Cod pled jshaie) g el (65,8 Sl oyl e sla)l8; 5 SeSin gla Al s 5 SN
o pd 4y by e DB S 0,57 Jled (gl a5 <l Object Access acgozo i Registry (cuwls Y
lesT a8 ol Jd 56 el Registry ol p sl (cpslail SY lead) 6 o Sgiae ooliiwl Registry o5 4
g (g 2 il GLSY) (gt il o2

1ol 2 s ok (st bl e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit Registry" with "Failure" selected.

Object Access - Removable Storage as sgi guu S (gl 4ig5 4 Wb g :SCOS-2-31

.5 audit 1, successes.
G, S slallhs aseis 4 wilgie i b Codled SY 5l g ee dlis SO (6 )l ool 7 00

uam Oypred g Cewl 00Li8] dL&U‘ as (oouﬂglgw)@l.mow J.J.?u f LQ.M.JEJ.M: )0 Og>g0 YN L;:la ol ¢
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3525 050 45 (gl Al b e 9550 50 S jlae 5l ol dlis ags lp e SY (G S S Sl
ol (65850 s 0 lae 18 slo L8 ¢ SeSine sl wilis Lasis 5 Sled]
BB slsl oo iws (gl oW 4 bogs o a3l8g 45" el Object Access acgozo 5 3 Removable Storage

WS ES ) @bl BB (abbl) g5l 05255 SlalKiws (59, 2 Lo

1ol 2 s ok (st b3l e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit Removable Storage" with "Success" selected.

Object Access - Removable Storage 45 sgi guu Sy gl 4ig5 4 Wb o :SCOS-2-32
.5 audit |, failures.

&Sy slallas arseis 4 g piees glo ollad SY I (grae dlds S (55leSS s Jlaxl 7y
ORI Cyaiorads g Cowl 00L8I 3las] a5 (oolaimle gu) o lrdeas Judoni « L gy ;0 D92 g0 SIS b e
3525 050 45 (gl Al b e 0550 50 S jlae 5l ol oo agd gl b SY (G S S S e
sl ol casal o gl Sledbl cpl (58] o ol (55950 Jlws ol 48,5 1,8 (oolazule gu)
el (6558 jlo 0yl 28 la)ld, 5 SeSiie sla wilis s 5 Sledlbl

BB slsl s o iws gl oW 4 bogs po asl8g 45" el Object Access acgozo 3 Removable Storage

WS ES ) @bl BB (abbl) g5l 05055 SlalKiws (59 2 Lo

1ol 2 s ok (st bl e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Object Access -> "Audit Removable Storage" with " failures" selected.
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Policy Change - Audit Policy Change a5 s gucs S 5l 495 @ Wb s :SCOS-2-33
.5 audit 1, successes.
G, S otz aseis 4 wilgie phias b Codled SY 5l oo dlis SO (6 )l ool 7 00

uam Oypred g Sl 003! dLn;‘ 4\5(00@‘9}“)@[&09&; J.J.?u ‘ LQ.M.JBJNJ )0 0g>g0 Y L;:la o ¢
55.6_30)5.@4\5614\1,.&[%WJ)BA)QJ)M}‘6‘:\]@504&3&@&3}!&%.&5&@%

el (65950 sl oylale e o)l g STeSine slo ailis aseid g Sledbl

WS Cud |y (B Y cw) 2) Gmon el 40 s 4y by e SBLas! Audit Policy Change

il 2 e b (e b3 e (08 1 5wodly og

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Policy Change -> "Audit Audit Policy Change" with "Success" selected.

Policy Change - Audit Policy Change a5 s gucs S 5l 495 4 Wb g :SCOS-2-34
.5 audit |, failures.
G, S slallhs aseis 4 wilgie s b Codled SY 5l g hee dlis SO (6 )l ool 7 00

uam e g Sl 0028 OL‘L" as (cdbm‘;w)gs:uow J.;.l.?u ‘ LQ.M.JBJM: )0 0g>g0 SYMS ‘ssb ol ¢
S95 3,90 45 (6] A5t b wamas 3y50 0 S ke 5| (sl oo ags sl b Y (s mme S S SHlas

el (65900 sl oylale e sla,ls ) g STeSine slo wilis aseid g Sledbl

il 32 e Bebo (sie la3 (il e (600,80 g lwesly 0g2u

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Policy Change -> "Audit Audit Policy Change" with " Failure" selected.
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Policy Change - Authentication Policy a5 sg.i (guss ,50y (5] 4565 4 wub o :SCOS-2-35
.5 audit | ,Change successes.

3,5 slallas jaseis @ wlgie i lo Cdld SY 5l ghaen dlis SO (5 IS i Jloar]
R Cyaiorads g Cawl 00L8I 3las] a5 (oolaimle gus) o lodeas Judoni « L gy ;0 D92 g0 SIS b e
3525 050 45 (gl Al b e 9550 50 S jlae 5l ol Ao ags gl b Y (G S S S e
Gl ol ol el gl oSl il sl aoz ol (6550 sl el 48,5 15 (ool gus)
el (6558 sl 0 ke 28 la)ld) 5 St sla wilis ais 5 Sledlbl

Kerberos oiw s Jolis ¢ Cugn jlal canlow 0 18 4 by o Sl8las! Authentication Policy Change
S el 1) Trust &l s o

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Policy Change -> "Audit Authentication Policy Change" with "Success" selected.

Privilege Use - Sensitive Privilege Use as ool (gucs ;S (5l 4195 4 b ot :SCOS-2-36
.5 audit I,successes.

&,y slallas aseis 4 Ailgie piees glo Collad SY Sl (gree dlds S (55leSS s el 7y
RS Cyaiorads g Cawl 00L8I 3Ll a5 (oolainle gu) o ladeas Judoni « L gy 0 D92 g0 SIS b e
3955 3 y50 45 (gl AL Uy e 350 50 Sl 5l gl Alis 4 sl b Y (iree 1S SaS EMlox
Gl ol ol Julos gl SeMbl ol 8] aa Cenl (6y5p5 sl Conl 428,515 (oolitilsgus)
el (559,70 Sl 0 il 58 slo)l3,) 5 SeSine sl ALl iS5 (Sledb

o, Slos wile wlus (YL s gl oo yiiws 5l oolaiul 4 by e Bl sles Sensitive Privilege Use

Ao b 1y Ml ol cae” b ole gt 1 ise e

1ol 2 s ok (st bl e (00,85 1g 5 wesly g

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Privilege Use -> "Audit Sensitive Privilege Use" with "Success" selected.
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Privilege Use - Sensitive Privilege Use as ool (guss S gl 4395 4 wib ot :SCOS-2-37
.5 audit I,successes.

&,y slalls auseis 4 Ailgie pies glo Collad SY I ghae dlds S (55leSS s Jloxl 7y
RS Cyaiorads g ol 00L8I 3las] a5 (oolainle gu) o lodeas Judond « L gy ;0 D92 g0 SIS b e
3955 350 45 (gl AL Uy i 350 50 S lae 5l sl Alis 4 gl b Y (hmee 1S S EMlax
Gl ol ol Julos gl SeMbl sl 58] aa Cenl (6y5p5 sl Canl 48,5 15 (oolitilsgus)
el (6558 sl 0 kil 28 la)ld, 5 SsSiie sla wilis ais 5 Sledlbl

o, Slos wile wlus (YL mhaws gl oo yiws 5l oolaiul 4 by e Bl sles Sensitive Privilege Use

S 2 1 sl ol s b le g 5 c25 Glaia

1l 32 e Gebo (sie la3 (il e (60,80 g lwesly og2u

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Privilege Use -> "Audit Sensitive Privilege Use" with " Failure" selected.

audit 1, System - IPsec Driver successes. a5 5. gy 5l 4ig5 4 b s :SCOS-2-38
S
G, S slallhs aseis 4 wilgise phiuws b Codled SY 5l g hee dlis SO (6 )l ol 7 00

uam e g Cewl 00Li8] OL‘L" as (°‘>L°“"‘"’|99""")g5’l'“‘>9'n" J.;.l.?u f LQ.M.JBJNJ )0 0g>g0 YN @b o ¢
Sgki 890 4 (gl A by aaeas 3550 53 Syl 3l (6l oo g (gl 1o SV (g pmee S S e
] 655 s o liie i (gl i) 5 S oSt (slo wilis s g SleMlbl

WS cud |y e a alail g0 wiile IPSec Driver 4y by, e 2984 IPsec Driver

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit [Psec Driver" with "Success" selected.
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audit |, System - IPsec Driver failures. a5 098 guss ;50 gl 4is5 4 Wb s :SCOS-2-39
oS
G, S slallhs aseis 4 wilgie phiaws b Codled SY 5l g hee dlis SO (6 )l ool 7 00

uam Oypred g Cewl 00Li8] dLﬂ." FLY (°‘>L°“"“’|99"*’)g5’l'“‘>9'n" J.;.l.?u f LQ.M.JBJNJ )0 0g>g0 YN Ls’b o ¢
Sgki 590 45 (5l A by aaeas 3590 53 Syl 3l (6l oo g (gl 1o SV (g pmee S S e
el 635 s 0 liie i (gl i) 5 S oSt (slo wilis s g SleMlbl

WS el |y b a alail g0 wiile IPSec Driver 4y by, e 2985 IPsec Driver

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit [Psec Driver" with "Failure" selected.

System - Security State Change 45 ool guiu Sy gl 45e5 @ Wb powsw :SCOS-2-40
.5 audit I,successes

G35 slallaz jauseis 4 dilgie pia sla Collad SY 5l giee dllis S (5,10 s ol 7 4
LR Cyaiorads g ol 00L8I 3las] a5 (oolaiwle gu) o lrdeas Judoni « L gy 50 D92 g0 SIS b e
3955 350 45 (gl AL Uy i 350 50 Sl 5l sl Alis 4 sl b Y (hmee 1S SaS EMlax
Gl ol ol Julos gl SeMbl ol 58] aaz Cenl (6y5p5 b Canl 428,515 (oolitilegus)
Lol (55970 Yl 0 il 58 sl 3, 5 SeSine slo ALl ais 5 (Sledb

ovgels g (Startup)sg i wiile il > o o5 4 bg e oBlasl Security State Change
WS &S |, (shutdown) oy S
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit Security State Change" with "Success" selected.

System - Security State Change ailures 45 5o guss ;8w (gl 4195 4 Wb g :SCOS-2-41
.5 audit |,

G ySy lallas (e 4y Wlghis s b Codld SY 5l (e Al S o) i Jloal £k
ORI Cyaiorads g ol 00L8I 3las] a5 (oolaimle gu) o lodeas Judond « L gy ;0 D92 g0 SIS b e
3ga3 3,90 4S5 (gl Al b paces 3550 50 S o 5l gl Wlss as slp b SY (G iS5 SS e
sl ol casal o gl Sledbl cpl (58] o ol (55950 Jlws ol a8,5 18 (ooliwle gu)
el (559,70 Yl 0 il 58 slo)l3, 5 SSine slo ALl ais 5 (Sledb

ovgels g (Startup)gsg i wiile gudel > o s 4 bg e oBlasl Security State Change
WS &S |, (shutdown) oy S

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit Security State Change" with "Failure" selected.

System - Security System Extension 45 sgi guis S (gl 4595 a4 Wb e :SCOS-2-42
.5 audit I,successes.

&Sy slallas aseis 4 Algie pies glo ollad SY Sl (grae dlds S 55lagSS s Jlaxl 7y
LR Cyaiorads g Cowl 00L8I 3las] a5 (oolaimle gu) o lodeas Judo « L gy 0 D92 g0 SIS b e
3955 350 45 (gl AL Uy i 350 50 Sl 5l gl Alis 4 sl b Y (imee 1S SaS EMlax
Gl ol ol Julos gl SeMbl ol 6,01 aaz Cenl (6y5p5 sl Conl 4,5 15 (oolitilegus)
el (6558 jlo 0 ki 28 la)ld, 5SSt sla wilis ais 5 Sledlbl

Cad |y gt (6,185,L b i ) Jawgs a5 obaS Cuwyd 4 by yo x84 Security System Extension
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit Security System Extension" with "Success" selected.

System - Security System Extension 45 sgi guis S (gl 4595 a3 Wb e :SCOS-2-43
.o5 audit |,failures.

G35 lallaz jauseis 4 Al pia sla Collad SY 5l ghee dlis S (5,10 s ol 7 4
LR Cyaiorads g Cawl 00L8I 3las] a5 (oolaimlegu) o ladeds Judoni « L gy 0 99290 SIS b e
3955 350 45 (gl 4SS Uy i 350 50 e 5l gl Alis 4 sl b Y (ieee 1S SaS EMlax
Gl ol ol Julos gl SeMbl ol 6,81 aa Cewl (6y5p5 sl Canl 48,5 15 (oolitilsgus)
el (6550 sl 0 ki 28 la)ld) 5 SsSiie sla wilis ais 5 Sledlbl

Cad |y gt (6,105,L b i ) Jawgs a5 obaS Cwyd 4 by yo x84 Security System Extension
1ol 2 s b (gt bl jlade (00,85 15 lwedly egeu

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit Security System Extension" with "Failure" selected.

I, System - System Integrity successes. 45 3. goos ySm (5l 4ig5 4 Wb ot :SCOS-2-44
o8 audit

&,y slallas arseis 4 g piees glo Collad SY Sl (gree dlis S 55laeSS s ol 7y
R Cyaiorads g ol 00L8I 3las] a5 (oolaiwle gu) o lodeas Judoxd « L gy 0 D92 g0 SIS b e
3955 350 45 (gl AL Uy e 350 50 Sl 5l sl Alis 4 sl b Y (hmee 1S SaS EMlax
Gl ol ol Julos gl SeMbl ol 6,81 aaz Cenl (6y5p5 sl Conl 418,515 (oolitilsgus)
el (6558 sl 0 ke 28 la)ld, 5 SsSiie sla wilis ais 5 Sledlbl

WS Cud |y Sl Sl ) Cudg> g0 all 4 by e DL System Integrity

fY
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Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit System Integrity" with "Success" selected

I, System - System Integrity failures as ogi gucu ;S (gl 495 4 Wb povwaw :SCOS-2-45

oS audit
&,y slallas aseis 4 wlgie piees glo Collad SY Sl (grae dlds S 55leSS s Jlaxl 7y
LR Cyaiorads g Cawl 00L8I 3las] a5 (oolaimlegu) o ladeds Judoni « L gy 0 99290 SIS b e
3985 S 30 45 (gl A5t | pemns S0 50 5 yle 51 ol Alis angs el b SY (ghan 1S KaS e

el (65950 sl oylale e sla,ls) g STeSlie slo ailis aseid g Sledbl

WS Cud |y gl Sl ) Codg> g0 all 4 by e DL System Integrity

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> System -> "Audit System Integrity" with "Failure" selected

&ly WU o sl b B 51 (5wl o o) Global object & cw yws o audit : SCOS-2-46
2570 (ki) (siz S b CplBn pas o

e S Sel (G008 2 (28 FB St Wlgie cotins SlebB bl Mol i Jloal 2 40
el (S s 43 g yiesd (5l 33900 sl G 30l IS 5 o ilgte iz el il
b G50 ol ) oals S oyis sl 3990l gLt 59,8 Audit .ol g 4 alos Sy slisS
iloire 4 Joae St (58,5 (39ume) paseive Slp 3 gy S g WS w2l 2

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Global Object Access Auditing -> "File system" with the following:
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Principal: Everyone
Type: Fail

Permissions: all categories selected

Sgdze (glp dasl il md ¢ 09,85 i > L 4l )0 09y domain controller g9, 5 Sledas pl S
Dgu pudais asals 8,5

&y Wb o sl B 51 (5wl o o) Global object & cw yws o Saudit : SCOS-2-47

294 (elilS) (50K b Caplbga pas o
e Sy Sel (G008 2 28 FB St Wl cotins SleLB bl 3ol i Jloal 2 40
el (S s 43 g yiasd (5l 3390l sl O 30l IS 5 s ilgte (pize il il
aLs S e yis 6l 339el e 50,5 (b SY s plas) Audit ol g 4 alo> S 5lsS

iloie s Jotns Sletdn (505 (Sgame) pasiin Sl 38 Ghy Su g WS @2l b (36 ) |

Windows Settings -> Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Global Object Access Auditing -> "Registry" with the following:

Principal: Everyone
Type: Fail

Permissions: all categories selected

Sl ghgols Wb jeussg yo (peer-to-peer) gasass g :SCOS-2-48

O Ladl g s 4y el cw s ojl! wilgie peer-to-peer 50,5 sle 4ol 1 Jlosl 0
il Bgels dlg Slo lian 4 Lad 451 gy (6l b Slankats ol atmay | ola el

fo
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Administrative Templates -> Network -> Microsoft Peer-to-Peer Networking Services -> "Turn
off Microsoft Peer-to-Peer Networking Services" to "Enabled".

ol & g j9uin g 4o Wb Network Bridges :SCOS-2-49
3o el s yand diay 4SS fuale aSill isw iz b 90 dgiioe Network Bridges G 41 Jlosl &
S (6 5 ol> Network Bridges <G (suis So 5 cuas 3l Oloodas pl 0gioe o0l )8 Sledbl gludl g

Administrative Templates -> Network -> Network Connections -> "Prohibit installation and
configuration of Network Bridge on your DNS domain network" to "Enabled".

Wl s oolaiwl Windows Connect Now 1 a5 puws sl oliws guis Sy ¢ SCOS-2-50
bl b yol

) did g D jge a5 oo oSlws (g0 Sy g Lidl o5l>] Windows Connect Now : Jlos| & o
S 09 e i 4 Sl wliil oliws SO I .aed S pie Wb s o oKws daa
gy ol ol (e 45 s ol Sl (gl 0gilly oz

Administrative Templates -> Network -> Windows Connect Now -> "Configuration of wireless
settings using Windows Connect Now" to "Disabled".

« U Early Launch Antimalware, Boot-Start Driver Initialization Policy : SCOS-2-51
D (g S Unknown g Good 4 s g gl Jled

Gl £l 31 B sl |y (S slelsslay wlsie boot drivers 85 18 das 5 ee o ol 0
il Early Launch Antimalware driver.asS™ 8 e &l ool (6,135 )L adsl 20 lade 5l oy a5 ladle
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drivers J8los> .aiuS sgame | wil ouls (goss dads 138l ol 0 cladlre sl 4ol Jawgd a5 jlxe syl 40

J.;B.M: 0dld o}L>| J.JL..: bad Oy

Administrative Templates -> System -> Early Launch Antimalware -> "Boot-Start Driver
Initialization Policy" to "Enabled" with "Good and Unknown" selected.

il 00 4S5 (6 S g LT )51 i Wi (5591 ) 6 ,553L wb Group Policy 1321 : SCOS-2-52
35 QL e 5 Slosas nl 505 JUWb 1 Jloarl £ 4%

5550 Lrwlw opl a5 0l yeuds "Process even if the Group Policy objects have not changed"
aolo b1y 093 Wl gl omw liel ooy posd 12 Oygo ol jo alil 00,58 (g s @_m)ﬂ > Xl oads
w20 Callas Group Policy wledas 5 i

il ) s Gubo e oz pl ke (guis Sy g lwooly o

Administrative Templates -> System -> Group Policy -> "Configure registry policy processing"
to "Enabled" and select the option "Process even if the Group Policy objects have not changed".

o) (g 30 Cawl 00,5 luy 9959 )5 S &5 oK ol Group Policy: SCOS-2-53
(D9 W uxi) 39 14> Iouxe (background)
s 4 IS G a5 J o Group Policy Sledats e il Jled Sloodas ol 31 oo | 7 o
ol o 0 1) Slyis 31 IS SO Al 4 09 yomie Silgie ol g 1! loaze ol 03,5 5459
S el e S 00 5, ol 5l g el Al |y el oo Jlasl
il ) e Gubo e oz pl ke guis Sy g lwoodly o

Administrative Templates -> System -> Group Policy -> "Turn off background refresh of Group
Policy" to "Disabled".
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Administrative Templates -> System -> Internet Communication Management -> Internet
Communication Settings -> "Turn off Windows Customer Experience Improvement Program" to
"Enabled".
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Administrative Templates -> System -> Internet Communication Management -> Internet
Communication settings -> "Turn off Windows Error Reporting" to "Enabled".
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Administrative Templates -> System -> Internet Communication Management -> Internet
Communication settings -> "Turn off Windows Update device driver searching" to "Enabled".
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Administrative Templates -> System -> Logon -> "Enumerate local users on domain-joined
computers" to "Disabled".
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Administrative Templates -> System -> Remote Assistance -> "Configure Offer Remote
Assistance" to "Disabled".
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Administrative Templates -> Windows Components -> Biometrics -> "Allow the use of
biometrics" to "Disabled".
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Administrative Templates -> Windows Components -> Credential User Interface -> "Do not
display the password reveal button" to "Enabled".
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Administrative Templates -> Windows Components -> File Explorer -> "Turn off Data Execution
Prevention for Explorer" to "Disabled".
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09 (5 5 ol> (Remote Desktop Services Role)) Session
Remote L oM sl sgeelS K00 51 ove sloygalys 5naldS S1nsl ay 5l 6 nSslo s Jlonl g
Sledlb] Jlaa! gladl ol a4 S anil aily cwjpiws op Ll a5 ol S Lawss Session Hosts
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Administrative Templates -> Windows Components -> Remote Desktop Services -> Remote
Desktop Session Host -> Device and Resource Redirection -> "Do not allow drive redirection" to

"Enabled".
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Administrative Templates -> Windows Components -> Remote Desktop Services -> Remote
Desktop Session Host -> Security -> "Set client connection encryption level" to "Enabled" and
"High Level".
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Administrative Templates -> Windows Components -> Remote Desktop Services -> Remote
Desktop Session Host -> Session Time Limits -> "Set time limit for disconnected sessions" to

"Enabled", and "End a disconnected session" to "1 minute".
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Administrative Templates -> Windows Components -> Windows Defender -> "Configure
Microsoft Active Protection Service Reporting " to "Disabled".
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Administrative Templates -> Windows Components -> Windows Installer -> "Allow user control
over installs" to "Disabled".
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Administrative Templates -> Windows Components -> Windows Media Digital Rights
Management -> "Prevent Windows Media DRM Internet Access" to "Enabled".

e 5ol Slwyiew sl Windows Media Player ,5095 w5l b : SCOS-2-68
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Administrative Templates -> Windows Components -> Windows Media Player -> "Prevent
Automatic Updates" to "Enabled".
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Administrative Templates -> Windows Components -> Windows Remote Management (WinRM)
-> WinRM Client -> "Allow unencrypted traffic" to "Disabled".

a5 was ojl>l wls The Windows Remote Management (WinRM) g e :SCOS-2-70
WO 3oy Sl

3l S sl sl L (Windows remote management) jaaisg 550 ol 5l o pae Olbls | sau 1w
298 (615 jo) Epdge (et

Administrative Templates -> Windows Components -> Windows Remote Management (WinRM)
-> WinRM Service -> "Allow unencrypted traffic" to "Disabled".
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Administrative Templates -> Windows Components -> Remote Desktop Services -> Remote
Desktop Session Host -> Security -> "Require secure RPC communication" to "Enabled".
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Administrative Templates -> Control Panel -> Personalization -> "Prevent enabling lock screen
slide show" to "Enabled".
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Administrative Templates -> System -> Audit Process Creation -> "Include command line in

process creation events" to "'Enabled".
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Administrative Templates -~ Windows Components -> Windows Logon Options -> "Sign-in last
interactive user automatically after a system-initiated restart" to "Disabled".
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o5 "Disabled" 55, ,» "Network access: Let everyone permissions apply to anonymous users"
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.(V-3377) "Disabled" 4, "Network access: Let everyone permissions apply to anonymous users"
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PP slajere
C:\
Type - "Allow" for all
Inherited from - "None" for all
Principal - Access - Applies to
SYSTEM - Full control - This folder, subfolders and files
Administrators - Full control - This folder, subfolders and files
Users - Read & execute - This folder, subfolders and files
Users - Create folders / append data - This folder and subfolders
Users - Create files / write data - Subfolders only

CREATOR OWNER - Full Control - Subfolders and files only

oS il (Sl )3 JBlas b wb aoliy Ll (5,955 w15 5l 3920 :SCOS-2-76
S5y 2 4lal g slmeyud lisd 5 03zl (6,555 Rl Slajezme o (sotnr SR o s i Jloal £ pb
Network access: Let everyone permissions apply to il 6 4035 a5 Sbej sl (0,0t b jee

(V-337TT) el 3US 540 wdas "Disabled" 5, ,» "anonymous users"
Pl 43S oS g sl lebl (6,5 s sl (orbin slojezme Lai (g5 Lwodky o9
.(V-3377) "Disabled" 4, "Network access: Let everyone permissions apply to anonymous users"
PP slajere
\Program Files and \Program Files (x86)
Type - "Allow" for all

Inherited from - "None" for all

Principal - Access - Applies to
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TrustedInstaller - Full control - This folder and subfolders

SYSTEM - Modify - This folder only

SYSTEM - Full control - Subfolders and files only

Administrators - Modify - This folder only

Administrators - Full control - Subfolders and files only

Users - Read & execute - This folder, subfolders and files

CREATOR OWNER - Full control - Subfolders and files only

ALL APPLICATION PACKAGES - Read & execute - This folder, subfolders and files
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Accounts: Guest
account status" to "Disabled".
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Accounts:
Rename administrator account" to a name other than "Administrator".
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Audit: Force
audit policy subcategory settings (Windows Vista or later) to override audit policy category

settings" to "Enabled".
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Domain member:
Require strong (Windows 2000 or Later) session key" to "Enabled".

Al Jld Wb suw! dlis Ctri+Alt+Del  cucwl wuls :SCOS-2-83

aS Ll 5logd sl piaw 40 3985 el wilgie Ctrl+Alt+Del ool oS 00,5 Jlad ot Jloa | o
0dls 3,lg joue dalS 12 a5 09l yiadae Wilgiwe )5 ¢ aae Fuwly CtrlHAIHDel sl oldS 4 59004 s
Ol (S99 Home 4elS alyie o 5ee (sla sl 098 Bdo allis jls ST 090 o0liw 8 joaig 4 e
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Interactive
Logon: Do not require CTRL+ALT+DEL" to "Disabled".
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Interactive logon:
Machine account lockout threshold" to "10" invalid logon attempts
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@ jlxe pu o i 1 o0b S9lB lladl og,9 gl o 51 L3 logon banner ioles pac 1 ol 7 i

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Interactive
Logon: Message text for users attempting to log on" .ol 53 &g
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Microsoft
network client: Send unencrypted password to connect to third-party SMB servers" to "Disabled"

WS ww b el wyge 5o 1) SMB aws oL Windows SMB gy :SCOS-2-87

4 SMB sle i Jlious slael S pol,d aSis o Sloe (gl Lo S5 SMB SS90 Jloa | 7 00
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Microsoft
network server: Digitally sign communications (if client agrees)" to "Enabled".
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "MSS:
(AutoAdminLogon) Enable Automatic Logon (not recommended)" to "Disabled".

1098 0,35 3 o,Lsl 5.l "DefaultPassword" (s s Jlode 1y (5500 anlS p Sl 5l o lelo]

Registry Hive: HKEY LOCAL MACHINE

Registry Path: \Software\Microsoft\Windows NT\CurrentVersion\Winlogon\

Value Name: DefaultPassword

(See "Updating the Windows Security Options File" in the STIG Overview document if MSS

settings are not visible in the system's policy tools.)
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Do not allow storage of passwords and credentials for network authentication" to "Enabled".
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oSy Gsix(anonymous) aisUuisl oyl a5 sgi g Sy (gl 4ig5 4wl i 1 SCOS-2-90

Al ALl 1) 09,5 & A w yiwd (gl
Olyls ansl Jbd sledas ol 310558 dgame &b anonymous o 5,5 sle o yws : ol 7 00
Oolpasl ails 1) cotw o 09,5 4 cwiws jeome g S 398> wilgie anonymous

sl asls |y 598> ¢ 59w (] wls anonymous

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "Network access:
Let everyone permissions apply to anonymous users" to "Disabled".

Administrator sl wypws zhw glp User Account Control ool <> : SCOS-2-91

g Jlad Wb oo
(o pewd elans 251381 s S s game (gl el 508 G User Account Control (UAC) @ Ja! 7y
clus Glp oladas cpl abl e oSl S ccosl administrative  cwyiws b 60,5 sl Clus Joli

Wigd [l Admin ool > cos aS (5 sk Wigdos (600,00 codumw Administrator ¢S sle

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Admin Approval Mode for the Built-in Administrator account" to "Enabled".

o i T w1381 6l gole ol 0,5 5o cuwlss 4o wsb User Account Control :SCOS-2-92

VRNt
(o e el 251381 0 S s gae (gl sl 508 G User Account Control (UAC) @ Ja! z y
o8l ladas pl g ail jlxe aSGl 56 ¢ cwol administrative  owyws b 0,5 sl Glus ¢ Jolls

d.»..im JJ.MS ‘) S| 08U w‘y)o LSOLC ub;)lf .Ia.wyd\sswrwo
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ol NA gy Lol a3l ol g cems gl UAC clgginls 2 g 3lwodly ogous

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Behavior of the elevation prompt for standard users" to "Automatically deny elevation
requests".

L a0l yp g3l ol g cuas jl 45 dgus (guou )y (59 & Wb User Account Control : SCOS-2-93

WSS 6 S ol (o ywd T @ pw 21380 9
(o pewd elans 2o 138) 0 S s game (gl sl 508 G User Account Control (UAC) @ Joa! z y
A oY Slopdas pl il jle aSl Ko ¢ cowl administrative  cw iws b 60,5 sl Clus Jolis

TNV @wb Aol 4ol Gmlj.f T Slael bl s oals cual gl dnlip slo Canlgs o 4y jgaisg aS
Ll NA - g1 Jol @i g5lasl ol y 5 cuas sl UAC (glgp ol !‘S}LNOOL’J:.?: 0 g

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Detect application installations and prompt for elevation" to "Enabled".

Led asCyl i s s l38l 1, User Account Control sy 4ol p oled zbaw sl j9uss9 ¢ SCOS-2-94

RO R0 P U PR PH

(o pewd el 2o 138) 0 S s game (gl el 508 G User Account Control (UAC) @ Ja! 7y
G, Slandas ol il jlre aSl Ko el administrative  ow s b 6 0,5 sle Clus Jolls

20 il il sas wslb a5 Sl s b 1) o el p pled xhaws jg0ing 45 igdo
Sl NA - g1 ol aiis g5lasl ol 5 cai 6l UAC slpsaco;ls 16 5lwooly ogxi

20
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Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Only elevate executables that are signed and validated" to "Disabled".

&S e WS i ol (desktop) ;5 e G 4 Wb User Account Control : SCOS-2-95
A0 o l38l 1y w ywd dd g

(o pewd el 2o 138) 0 S s game (gl sl 58 G User Account Control (UAC) @ Joa! 7 o
s ]38l 51 Oleadais cplail jloe a1 K ccwl administrative cw yiws b 650,85 slo Clus Jolis
WS Jol> liadsl cogis oolaswl (el (desktop) IS e G o Ll o

ol NA gy Lol a3l ol cems (gl UAC clggin s 15 5Lwosly 092

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Switch to the secure desktop when prompting for elevation" to "Enabled".

s w1y LB g syimms, 590 @90l iiigi Wb User Account Control :SCOS-2-96

WSS (g5l Gilme py B Cuxbao
(o pewd el 2o l38) 0 S s game (gl sl 508 G User Account Control (UAC) @ Ja! z y
sl aelp Slodas ol all jle oSyl Ko ool administrative  cw pws b 50,5 sle Clus> Jolls
2 e G Cadse ;3 Sz 2 le 68959 9 00d Sile SR o Ll 4 [, UAC L golase e

Bgs |yl aS Sgiue 0old il Ll 4 g (g0 Sy

Zwol NA Server Core a5l UAC sl ool 16 jlwodly o9

Windows Settings -> Security Settings -> Local Policies -> Security Options -> "User Account
Control: Virtualize file and registry write failures to per-user locations" to "Enabled".

55
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Al ool coas wli célwg oo FTP o gy : SCOS-2-97
Soo b g (ol 5l (S dimase Gl ) piss 4 alos o (6950 8 Sl gy 1 Jlo | T

WSS Sy 1) 6,050, b coge 5>t Gl p3Y zshw col

(msftpsve) célug ple FTP gy 0500 Jd e b 50,5 S 1 5lwodly ogxi

Deuy Jld jué Wb cuwl cuai ST Peer Networking Identity Manager  yw g o :SCOS-2-98

oo b gy (ol 5l (F o dimase Gl ) pis 4 o mhaw (6590 e Sl g 1 Jlo|
WSS glais 1) 6,5, b cuse sl gl p3Y zahw col

(p2pimsvc) Peer Networking Identity Manager g, ;40,5 Jld,e b SU 1 g)lwosly ogx

Wl J8 o 50 Wb i Lo Ao idlxo ¢ SCOS-2-99

G948y 5 wiied oo o Liel ey sle eoliiul wates outs Clablne gl st Jlo] 7 0
a pateie (lo) S i85 L el amio Lidlone (gl jgee alS (50,5 Jlad i 88 Wl atus bl
@ S s b b Jwp lp gad L8 plnps el gl osls 5 anljlael I cladlo
S SeS gupalS

Administrative Templates -> Control Panel -> Personalization -> "Enable screen saver" to
"Enabled".

S Cliblone jgac 4nlS 3 sl iules dxio Lidlowe : SCOS-2-100
@ atuie Hloy SG 58,5 b ioles amino Lidloe (6l p jgue andS 0,5 Jlad aigd Ja8 aub axiws Lilxe
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b S myion b jlept iy gl oad Ll s elas (gle ool 5 asllizel 3l cliblona

Administrative Templates -> Control Panel -> Personalization -> "Enable screen saver" to
"Enabled".

Sl Jled e b Windows Help Experience Improvement Program : SCOS-2-101
35L15 |y s D] 55,5 Jls,l (gl el 008 &l b aiilyies b Sy 5l o> s dloa! i
5355 55 3 Wlsin CoblB ol 0,8 Jlab 0S80 Bl o (Fiag s il izl b ledlbl 0.

ST (6 S ol s Sl oadd S35 sle Slayjep eizmen 5 plesle 5l )l 4 eles DL

Windows Help Experience Improvement Program 45! 5l auSio Jol> jluall Slasdass oyl

s e Ceodd oS LG oudjle 4 SleMbl pl ply cnl Jls e

Administrative Templates -> System -> Internet Communication Management -> Internet
Communication Settings -> "Turn off Help Experience Improvement Program" to "Enabled".

Sl gheels Wb Windows Help Ratings feedback :SCOS-2-102
3gbils b s Sl 40,8 Jlo )l (gl clons soisS @3l L ailgie b Shg 5l (S0 i Jlea!l g0
cuid 3l wilgie CalB ol oS Jld e aiss 185 blo b S olp oaijle sl b aledsl o 5

S (S gl s sl 00t SIS slo (Sl yie 0 mizmen 9 Glosle Sl gl 4 el Dl
Microsoft 4 ratings feedback lgizo )y gl aulgs )l 5 6! 51w Jool> ol ladais -]

s &l
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Administrative Templates -> System -> Internet Communication Management -> Internet
Communication Settings -> "Turn off Help Ratings" to "Enabled".

!y Access Credential Manager as a trusted caller user right 53,4 : SCOS-2-103
bl alld 2929 Wl (lixel a) jloxe e (650,15 Skl

2blgs 50 5 @dministrative. coiuwgms (ow s Slgie l)l5 @ cwdl cinliol glacl : Jloo!| 7 o
S a2l sl gl YU Al lo

bl ol Sew "Access Credential Manager as a trusted caller" 5,5 wdb b 5,015 sl Clu
Syl 1y alylzel pae (6,25 Gl Sl e aslLel b5k

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Access
Credential Manager as a trusted caller" to be defined but containing no entries (blank).

ksl sl Access this computer from the network user right 534 wLs :SCOS-2-104
Dl aLhl Og2g aiold guas (v yg pw jlxo s (52,15

2blgs 50 5 @administrative. coiuwgms (ow s Slgie l)l5 4 cwdl canliol glacl : Jloa!| 7 o0
S wal sl el YU s slo

s (5952 Sl ySew "Access this computer from the network" . Jb L 0,5 slo Cles

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Access
this computer from the network" to only include the following accounts or groups:

#4



=
Seme Ll (o pal) oo 55 50 )
|..-. Microsoft Windows Server 2012 / Catl ol o Sy (s5lwooly

Administrators

Authenticated Users

Administrators o sws b ol 8l a0 ol LS (6,655 plo 9251 o e 45 o0l ools plais] gl i

Doy sise gle 09,5 Vi ol

S5 sl olus sl Adjust memory quotas for a process .l sl :SCOS-2-105
bl ABld 0929 Loyt

Ul 50 5 @administrative. coiuwgms (ow s Slgie l)l5 @ cwdl cinliol glacl : Jloa!| 7 30
A5 a5 Lgdl (gl W e sl

U310 sl &S glmemory) akidl> ailgiw "Adjust memory quotas for a process” b s »,I5 slpolu>

S5l 08wl DOS > (gl wilgins (ad 5 (W2d posd)dsS pudaid |y alilose (o s 4o

il ) e Gubo e oz pl ke (guis Sy g lwooly o
Windows Settings ->
Security Settings -> Local Policies -> User Rights Assignment -> "Adjust memory quotas for
a process" to only include the following accounts or groups:
Administrators
Local Service

Network Service

Al ALld 3929 jlmo el oyl 0,5 51 Allow log on locally 559 o5l :SCOS-2-106
2Ulgs 50 5 @administrative. coiuwgms (ow s Slgie l)l5 @ cwdl cinlial glacl : Jloa!| & 30

S wal sl el YU s slo

Sl Al e 4 Jolas 84,9 wiilgie "Allow log on locally" wdb b 5,5 slplus
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Allow
log on locally" to only include the following accounts or groups:

Administrators

&5 slelus Iy Allow log on through Remote Desktop 534 ol @ SCOS-2-107
SOl ALl 09 g o yul
bl S0 9 administrative. oot owyiwd Sl ol )5 4 Gai> cawliol glacl @ Joo! 7 3

S wal sl el YU s slo

s 43 W5lge " Allow log on through Remote Desktop Services"  cwodb cyxiilo b 50,5 sloplu>

ML: adsls (5“’)"""0 )99 o|) )‘

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Allow
log on through Remote Desktop Services" to only include the following accounts or groups:

Administrators

axils 1y Back up files and directories o.Jb wbli Lol 90 5 9, s olus :SCOS-2-108

sy
Ul S50 9 @administrative. oot  owyiwd Sl ol )5 4 Gai> cwwliol glacl : Jloo! 7 3
S w2l sl gl YU s slo

A 90 1, 6,955 plo g o bl asslei "Back up files and directories” g :yilo b )8 slpolu

\Al
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Back up
files and directories" to only include the following accounts or groups:

Administrators

als |y Change the system time wdl wli jlacl oo 0,85 s Glus @ SCOS-2-109
ReRAR

bl S0 g administrative. oot (owyiwd Sl ol )5 4 Gai> cwwliol glacl @ Joo! z 3
S wal sl el YU s slo

2 Nlgie g S oge | it Hloj 9y "Change the system time" 5> iols b (60,5 sloolu>

D28 s |5l g ol Fge piasw (Sl SY loj g wilgies (i 9 0,135 150 Caga o]

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Change
the system time" to only include the following accounts or groups:

Administrators

Local Service

b ails 1y Create a pagefile ((539) 3> Wl jlae! oo 50, s Glus ¢ SCOS-2-110
Ul S0 g @administrative. oot (owyiwd Sl ol )5 4 Gai> cawliol glacl : Joo! 7 o

S omls LT gl YU s (sl
o Silgie a5 aims s 1) pagefile o5lasl aslyie "Create a pagefile" &>  yols b 6,5 sloolus

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Create a
pagefile" to only include the following accounts or groups:

Administrators

\Al
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asls 1y Create global object ( S39)3> wli jlael o 50,5 s Glws :SCOS-2-111
bl S50 9 @administrative. oot (owyiwd Sl ol )5 4 Gai> cawliol glacl @ Joo! z 3

S a2l sl gl YU Al lo
s (6 4ot (5l a5 S sbm] & S ailgie "Create global objects” 3> cyolo b 50,5 sloplu>

o 13 Sl Cod 1) Cann 500 slasession (o a5 ole wil 8 wlgise a5 Canl wyiws o e (session)

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Create
global objects" to only include the following accounts or groups:

Administrators
Service
Local Service

Network Service

Create permanent shared (539 3> Wl jlac!l o 50,5 b ol @ SCOS-2-112
b als 1y objects

S w2l sl gl YU s slo

alwg 4 1) wlus sl ools wilgie "Create permanent shared objects” 5> xislo b (6,5 slplus

S 3l ead (5,38 STl oLl

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Create
permanent shared objects" to be defined but containing no entries (blank).

YY
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b il 1jCreate symbolic links 555 wls jlac! o 55,5 s olws : SCOS-2-113
S ool )8 Ll sl YU e slo
&S ol Ko slil 4 5 oLl G aslgie "Create symbolic links"  $55 oils b 60,5 sloplu

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Create
symbolic links" to only include the following accounts or groups:

Administrators

o e 31 U 0 gh ol yg pw sLas! 595 Wb Deny log on as a batch job S5 4 : SCOS-2-114
D9 6y glor aold (5la i (59, YU gl b ol gude (60,15 sl

bl ;550 5 administrative: o (ow iewd Ailgive ol 5 4 o> cawlial gllacl : Jloa! 7 30
@ 39,9 51 &5 6,5 skl "Deny log on as a batch job"  S55 .05 wal,d Ll slp Yo mlaw slo
Ol s

WS By |y WS (5 .5 s> Task Scheduler wils « ebatch job

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Deny log
on as a batch job" to include the following:

Domain Systems Only:

Enterprise Admins Group

v¥
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Domain Admins Group

odisd 9w slacl 95 0L Deny log on as a batch job S34: SCOS-2-114 :SCOS-2-115
TP 9 9 S ol ald b i (59, YU gl L ald e (632,55 slelus (o yiiws 516 09
bl bl 1) Baiio pl Wls (6,590 )15 Clua bog,S

bl ;550 5 administrative: o (ow yiewd Ailgive )5 4 592> cawlial gllacl : Jlos! 7 o0
S5 4 09,9 51 a5 62,5 skl "Deny log on as a service" Sy .08 ool Ll gl YU maw slo
WS (B | WS 6 ST ela g

D e DOS alas SO @ azeid 10 90,050 )15“.65)*:’ 31y g wilgie G ol (gois S

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Deny log
on as a service" to include the following for domain-joined systems:

Enterprise Admins Group

Domain Admins Group

3,105 (g ke s aidlaes aels gac a5 slo wiwww 51, "Deny log on as a service" sas S

Yo
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wold guas s yg 5w (59 99290 hxo 4l 5l Deny log on locally user S35 4:SCOS-2-116
S i (59 p a0ld guas 0329 lome (632515 Slelus @ (o s 5l a5 Wigd (guds Sy G958 4 Wb
Og 6 S ol e JS 4 sLkel (90 (o i I (e g Als guas

bl ;550 5 administrative: o (ow yiewd Qilgie )5 4 o> cawliol gllacl : Jloa! 7 o
@ Joles 5959 51 a5 505 bl "Deny log on locally" S54 .08 wal,d Ll lp YU v slo
See (B yxe |y WS (65 ol e

Db atine jlre e sla w6 S o> 6l p Gl 095

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Deny log
on locally" to include the following:

Domain Systems Only:

Enterprise Admins Group

Domain Admins Group

Systems dedicated to the management of Active Directory are exempt from this.
All Systems:

Guests Group

Sl 6, b Clus 9 Jgumols (0,5 Jlad o)l Wl jloxe pd (60,5 o ol : SCOS-2-117
S ol 5 T gl Vb s glo
Sleulas a5 o o5l "Enable computer and user accounts to be trusted for delegation" 3> 54>

[ ol 50 Cogn a5 aas ol pime e )15 & Wlgie opl .l s "Trusted for Delegation”

\t4



= )
OEsm Ll (o pal) oo 55 50 \ oot §
|..-. Microsoft Windows Server 2012 / Catl ol o Sy (s5lwooly

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Enable
computer and user accounts to be trusted for delegation" to be defined but containing no entries
(blank).

I, (Force shutdown from a remote) S3g wli jlxomé 5,5 s Clus @ SCOS-2-118
ol alls

S w2l )8 sl gl YU s lo

aS aode sl a1y o5l ol (62,15 sleolu> 1, "Force shutdown from a remote system" ..l

Sgds DOS dlas L dio) (pod g 0SS Jugel> 490 ol 5l T, RGN

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Force
shutdown from a remote system" to only include the following accounts or groups:

Administrators

il asls 1; Generate security audits 559 wli jlxo mé 50, s Gl ¢ SCOS-2-119
2blgs 50 5 @administrative. oot g s Slgw lo)l5 @ cwcdl cansliol lacl : Jloo | 7 o
S enl 3 LT gl YU s clo

3955 (8 pea)AUdit Bilgus Slou! SUlgs ool aseiw o), 4 wilgiwe "Generate security audits"  owJb

Bl 00l iy a3 (SYSIEM SEIVICE) pimmns (g por (Slipln b i a5 a2y 1) o SY

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Generate
security audits" to only include the following accounts or groups:

Local Service

\Al
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Network Service

Impersonate a client after oUly wli jlxe & o5 b olus @ SCOS-2-120
(WSS Jo Cogd jlual a1y o] 0,15 Cugd addlgis).acbl ails 1y authentication

2blgs 50 o @administrative. oot g s Slgs lo)l5 @ cwcdl canliol lacl : Jloo | 7 30
S o2l sl gl YU Al lo

SlS 550 Cuga Jax 4 aslip G 45 asdus ojl>| "Impersonate a client after authentication" S5
65.@% Oy )| oolazul L: JJ‘}M.A attacker g_i., 9 o)\aﬁ., LQ.:T J,Ia )‘ uL.Lo.c LS‘)'." LS‘)'? LS)'?)U le.efl.‘.o 9

D2 ol 1) 8e5 (6 pws maw

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment ->
"Impersonate a client after authentication" to only include the following accounts or groups:

Administrators

Service

axuls [y Increase a process working set cudb wls jlxo pé (5 0,5 s Glus : SCOS-2-121

2blgs 50 5 @dministrative. oot g s Slgs 1o l5 4 cwcdl canliol lacl : Jloo | 7 50
S w2l sl gl VU Al lo

a2 s | 15 a1 05y o5lasl wilgie "Increase a process working set”  S4g cyiils b (60,8 lus
245 DOS alo> L 0 ,Slos a0 b po Pluo el 04l jolas 4

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Increase

a process working set" to only include the following accounts or groups:

YA
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Administrators
Local Service

Window Manager\Window Manager Group

Wwli jlxo e (5905 s Glus sl "Increase scheduling priority " 534 : SCOS-2-122
b e

2Ulgs 50 5 @dministrative. oot g s Slgs )5 @ cwcdl canliol lacl : Jloo | 7 o
55 pal,8 Ll (sl Vi o sl

Coglslscheduling priority) &lgie "Increase scheduling priority" S35 cyidls b 05 olus
245 DOS alo> b o Sloe & by o Jlaw el a5 so0 s | saile;

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Increase
scheduling priority" to only include the following accounts or groups:

Administrators

ail> Load and unload device drivers —wdl wls jlxo pé 5,5 s Glws ¢ SCOS-2-123
2Ulgs 50 5 @administrative. oot g s Slgs )5 @ cwcdl casliol lacl : Jloo | 7 o
S a3 il (sl VL s sl

Sy S g Lgy &g ollws sla, gl )0 45 amas o5l>1 "Load and unload device drivers" S5
(attacker)ouisS das lawgi O 5 saS cas glm 09l O jguar wilsiiwe oUlg (] aisd (6,105 )L piace
Dol oolaiwl

A
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Load and
unload device drivers" to only include the following accounts or groups:

Administrators

b asls 1) Lock pages in memory owadb wls jlxo pé (59,5 sl olws : SCOS-2-124
2Ulgs 50 5 @administrative. oot g yiwwd Slgiw 1o l5 @ cwcdl casliol lacl : Jloo | 7 00
S wals LT gl YU s ol

g 03ls Lolais] glaanl b G 4 S jd adadl> 4 aas ol wilgws "Lock pages in memory" S5

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Lock
pages in memory" to be defined but containing no entries (blank).

b ails 1y Log on as a batch job cwddb wls jlxo jf (60,5 o olws : SCOS-2-125
2Ulgs 50 5 @administrative. oot g s Slgw 1o l5 @ cwcdl casliol lacl : Jloo | 7 00
S o2l sl gl YU s slo

A5 Wigdh ot S)lg i bsg gaiile) 3l oolaiwl b )l IS aS aauwe ojl>! "Log on as a batch job" 544

Db dgdze oyl b

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Log on
as a batch job" to only include the following accounts or groups:

Administrators
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Wl jlxe wmé 5, s olus gl Manage auditing and security log 55 4: SCOS-2-126
il e

2Ulgs 50 5 @dministrative. oot g s Slgs )5 @ cwcdl canliol lacl : Jloo | 7 30
S w2l sl gl YU Al lo

S o pae |y el (slaog,g ailgie "Manage auditing and security log" vl b s 5,5 sloslu

g oolawl ool o g

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Manage
auditing and security log" to only include the following accounts or groups:

Administrators

ol asls 1, Modify an object label ol Wl jlxo i 50,5 s Glus ¢ SCOS-2-127
2blgs 50 5 @dministrative. oot g yiwwd Slgwe )5 @ cwcdl canliol glacl : Jloo | 7 3
S w2l sl gl YU Al lo

S |y o S (K LSS e Slgie "Modify an object label" | S34 oilo b 60,5 sle Glus

Dl oolaiul YL gla cw s maw 0 oS gl gl Wlgie cpl aee

Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Modify
an object label" to

be defined but containing no entries (blank).

M
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Modify firmware environment values ou.db ol jlxo i (59,5 b olws: SCOS-2-128
ol alls 1,

2Ulgs 50 5 @dministrative. oot g s Slgwe )5 @ cacdl canliol lacl : Jloo | 7 30
S enl,3 LT gl YU s clo

e silgie Cunl b Ll sl "Modify firmware environment values"  S44 45 s 0,5 slo olos
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Modify
firmware environment values" to only include the following accounts or groups:

Administrators
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Perform
volume maintenance tasks" to only include the following accounts or groups:

Administrators
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Profile
single process" to only include the following accounts or groups:

Administrators

axls 1y Profile system performance owwdb wli jlxo mé 50,0 b Glus @ SCOS-2-131
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Profile
system performance" to only include the following accounts or groups:

Administrators

NT Service\WdiServiceHost
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Replace
a process level token" to only include the following accounts or groups:

Local Service

Network Service

asls |, Restore files and directories —wdl wli jlxo pé 59,5 sl olus ¢ SCOS-2-133
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Restore
files and directories" to only include the following accounts or groups:

Administrators
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b ails [y Shut down the system  cwodl b jlxo s 59,5 s clus ¢ SCOS-2-134
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment ->

"Shut down the system" to only include the following accounts or groups:

Administrators

Take ownership of files or other —wdi Wi jlxo pé 50, b Clws : SCOS-2-135
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Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment -> "Take
ownership of files or other objects" to only include the following accounts or groups:

Administrators.
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