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/system package update

Check-for-updates once

: delay 1s;

: If ([get status] = "New version is available") do= {install}
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System package update
Check-for-updates
: delay 1s;

af ( [get current-version] != [get latest-version]) do={ upgrade }
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/interface set 4,5 disabled=yes
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/ip service print
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/ip service disable [find name=telnet]
/ip service disable [find name=ftp]

/ip service disable [find name=www]

/ip service disable [find name=www-ssl]
/ip service disable [find name=api]

/ip service disable [find name=api-ssl]
/tool bandwidth-server set enabled=no
/ip dns set allow-remote-requests=no

/ip socks set enabled=no
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/tool mac-server set [find] disabled=yes
/tool mac-server mac-winbox set [find] disabled=yes
/tool mac-server ping set enabled=no
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/tool romon set enabled=no
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[certificate add name=my-rtr-ca common-name=my-rtr-ca key-usage=key-cert-sign,crl-sign

Swles Lasl 1) CA Certificate juww ©

[certificate sign my-rtr-ca

Ausles ol HTTPS o yiws (¢l Certificate G V> o

[certificate add name=my-rtr common-name=my-rtr key-usage=tls-server
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[certificate sign ca=my-rtr-ca my-rtr
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[certificate set trusted=yes my-rtr-ca

[certificate set trusted=yes my-rtr
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/ip service set www-ssl certificate=my-rtr
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/tool mac-server

add disabled=yes interface=all
/tool mac-server ping

set enabled=no
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/ip firewall filter

add action=drop chain=input comment="block mikrotik discovery" disabled=no dst-port=5678
protocol=udp

add action=drop chain=input comment="ALL WINBOX REQUEST by MAC Address"
disabled=no dst-port=20561 protocol=udp

add action=drop chain=input comment="ALL WINBOX REQUEST EXCEPT FROM MY
PC" disabled=no dst-port=8291 protocol=tcp src-address=!192.168.2.6
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/ip neighbor discovery settings set default=no default-for-dynamic=no
/ip neighbor discovery set [find] discover=no
/ipv6 nd set [find] disabled=yes
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| /user set VPNadmin address=192.168.130.0/24 |
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/ip firewall filter

add chain=input connection-state=invalid action=drop \
comment="Drop Invalid connections"

add chain=input connection-state=established action=accept \
comment="Allow Established connections"

add chain=input protocol=icmp action=accept \
comment="Allow ICMP"

add chain=input src-address=192.168.0.0/24 action=accept \
in-interface=! etherl

add chain=input action=drop comment="Drop everything else "
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\ /ip firewall service-port print \
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\ /ip firewall service-port disable sip
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/ip settings set rp-filter=strict
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/add address=192.168.30.0-192.168.30.254 comment="LAN Address" disabled=no list=\
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/add action=add-src-to-address-list address-list=knock-knock address-list-timeout=15s

chain=input comment="Knock 1" disabled=no dst-port=1337 protocol=tcp
/add action=add-src-to-address-list address-list="Safe Addresses" address-list-timeout=3h

chain=input comment="Knock 2 - OK" disabled=no dst-port=17954 protocol=udp src-
address-list= knock-knock
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/add action=accept chain=input comment="Only Allow Access from Safe Addresses"

disabled=no src-address-list="Safe Addresses"
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| /add action=drop chain=input comment="Drop Everything Else" disabled=no |
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\ Knock.exe 192.168.1.1 1337:tcp 17954:udp \
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/ Ip firewall filter
Add action=drop chain=input comment="Block ICMP on WAN interface" in-
interface=pppoe-out1 protocol=icmp

ICMP | ool o3>l

/ Ip firewall filter

Add chain = icmp protocol = icmp icmp-options = 0: 0 action = accept \ comment = "echo
reply”

Add = icmp protocol = icmp icmp-options = 3: 0 action = accept \ comment = "net
unreachable"

Icmp-options = 3: 1 action = accept \ comment = "host unreachable"

Add chain = icmp protocol = icmp icmp-options = 4: 0 action = accept \ comment = "allow
source quench"

Add chain = icmp protocol = icmp icmp-options = 8: 0 action = accept \ comment = "allow
echo request"

Add chain = icmp protocol = icmp icmp-options = 11: 0 action = accept \ comment = "allow
time exceed"

Add chain = icmp protocol = icmp icmp-options = 12: 0 action = accept \ comment = "allow
parameter bad"

Add chain = icmp action = drop comment = "deny all other types"

(Random User / Password Login) Brute Force ,o Solai Login o405 SO @

FTP login error 10 times per minute

/ TIp firewall filter

Add == protocol = tcp dst-port = 21 src-address-list = fip_blacklist action = drop \ comment =
"drop ftp brute forcers"

Add chain = output action = accept protocol = tcp content = "530 Login incorrect" dst-limit =
1/ 1m, 9, dst-address / 1m

Add chain = output action = add-dst-to-address-list protocol = tcp content = "530 Login
incorrect" \ address-list = ftp blacklist address-list-timeout = 3h

Jye 5l o 59, V0 (sl 9905 SO o SSH Brute Force 5l 5 ,.55l> o

/ TIp firewall filter

Add chain = input protocol = tcp dst-port = 22 src-address-list = ssh_blacklist action = drop \
comment = "drop ssh brute forcers" disabled = no

Add chain = input protocol = tcp dst-port = 22 connection-state = new \ src-address-list =
ssh_stage3 action = add-src-to-address-list address-list = ssh_blacklist \ address-list-timeout =
10d comment = "" Disabled = no

Add chain = input protocol = tcp dst-port = 22 connection-state = new \ src-address-list =

ssh stage2 action = add-src-to-address-list address-list = ssh _stage3 \ address-list-timeout =

Y.
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Im comment = "" Disabled = no

Add chain = input protocol = tcp dst-port = 22 connection-state = new src-address-list =
ssh_stagel action = add-src-to-address-list address-list = ssh_stage2 address-list-timeout = Im
comment = "" Disabled = no

Add chain = input protocol = tcp dst-port = 22 connection-state = new action = add-src-to-
address-list \ address-list = ssh_stagel address-list-timeout = 1m comment = "" disabled = no
Add chain = forward protocol = tcp dst-port = 22 src-address-list = ssh_blacklist action = drop
\ comment = "drop ssh brute downstream" disabled = no

Port Scan 3l 5 jog0i Drop @

/ TIp firewall filter

3,1 action = add-src-to-address-list address-list = "port scanners" address-list-timeout = 2w
comment = "Port scanners to list" Disabled = no

Add chain = input protocol = tcp tep-flags = fin, syn,! Rst! Psh! Ack! Urg action = add-src-to-
address-list address-list = Timeout = 2w comment = "NMAP FIN Stealth scan"

Syn action = add-src-to-address-list address-list = "port scanners" address-list-timeout = 2w
comment = "SYN / FIN scan"

Add chain = input protocol = tcp tep-flags = syn, rst action = add-src-to-address-list address-
list = "port scanners" address-list-timeout = 2w comment = "SYN / RST scan"
Add-src-to-address-list address-list = "port scanners" address-list-timeout = 2w comment =
"FIN / PSH / URG scan"

Synch, rst, psh, ack, urg action = add-src-to-address-list address-list = "port scanners" address-
list-timeout = 2w comment = "ALL / ALL scan"

Add chain = input protocol = tcp tep-flags =! Fin! Syn! Rst! Psh! Ack!! Urg action = add-src-
to-address-list address-list = "port scanners" address-list -timeout = 2w comment = "NMAP
NULL scan"

/ Ip firewall filter

Add chain = input src-address-list = "port scanners" action = drop comment = "dropping port
scanners" disabled = no

Add chain = forward src-address-list = "port scanners" action = drop comment = "dropping
port scanners" disabled = no

(Forward Chain - Traffic Passing Through the Router) |, 5 ;| cdadlrs @

/ Ip firewall filter

Add chain = forward connection-state = invalid \ action = drop comment = "drop invalid
connections"

Add chain = forward connection-state = established action = accept \ comment = "allow
already established connections"

R
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Add chain = forward connection-state = related action = accept \ comment = "allow connected
connections"

Bogon IP Addresses  yog05 S @

/ Ip firewall filter

Add chain = forward src-address = 0.0.0.0 / 8 action = drop \ comment = "Block Bogon IP
addresses"

Add chain = forward dst-address = 0.0.0.0 / 8 action = drop

Add chain = forward src-address = 127.0.0.0 / 8 action = drop

Add chain = forward dst-address = 127.0.0.0 / 8 action = drop

Add chain = forward src-address = 224.0.0.0 / 3 action = drop

Add chain = forward dst-address = 224.0.0.0 / 3 action = drop

Sz glChain a4 ooges > @

/ Ip firewall filter

Add chain = forward protocol = tcp action = jump jump-target = tcp \ comment = "Make
jumps to new chains"

Add chain = forward protocol = udp action = jump jump-target = udp

Add chain = forward protocol = icmp action = jump jump-target = icmp

3 | 90 5l o 1) pdocaw] TCP lacs g (S 5l s 5 3k g TCP Chain G olg! @

(a2

/ Ip firewall filter

Add chain = tcp protocol = tcp dst-port = 69 action = drop \ comment = "TFTP deny"

Add = tcp protocol = tcp dst-port = 111 action = drop \ comment = "deny RPC portmapper"
Add = tcp protocol = tcp dst-port = 135 action = drop \ comment = "deny RPC portmapper"
Add chain = tcp protocol = tcp dst-port = 137-139 action = drop \ comment = "deny NBT"
Add chain = tcp protocol = tcp dst-port = 445 action = drop \ comment = "deny cifs"

Add chain = tcp protocol = tcp dst-port = 2049 action = drop comment = "dfs NFS"

Add chain = tcp protocol = tcp dst-port = 12345-12346 action = drop comment = "NetBus
deny"

Add chain = tcp protocol = tcp dst-port = 20034 action = drop comment = "deny NetBus"
Add chain = tcp protocol = tcp dst-port = 3133 action = drop comment = "deny BackOriffice"
Add chain = tcp protocol = tcp dst-port = 67-68 action = drop comment = "DHCP deny"

(a2
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#Create UDP chain and deny some UDP portts in it (revise port numbers as needed).

/ Ip firewall filter

Add chain = udp protocol = udp dst-port = 69 action = drop comment = "TFTP deny"
Add chain = udp protocol = udp dst-port = 111 action = drop comment = "deny PRC
portmapper"

Add chain = udp protocol = udp dst-port = 135 action = drop comment = "deny PRC
portmapper"

Add chain = udp protocol = udp dst-port = 137-139 action = drop comment = "deny NBT"
Add chain = udp protocol = udp dst-port = 2049 action = drop comment = "deny NFS"
Add chain = udp protocol = udp dst-port = 3133 action = drop comment = "deny
BackOriffice"

L“u*’j)-.’.ﬁ )‘ ‘5>).a oolaiwl S,90 LSLQ‘-")E’ OO ges J){J °

/ TIp firewall filter

add action=drop chain=virus comment="Blaster Worm" dst-port=135-139 protocol=tcp

add action=drop chain=virus comment="Blaster Worm" dst-port=445 protocol=tcp

add action=drop chain=virus comment="Messenger Worm" dst-port=135-139 protocol=udp
add action=drop chain=virus comment="Blaster Worm" dst-port=445 protocol=udp

add action=drop chain=virus comment= dst-port=593 protocol=tcp

add action=drop chain=virus comment= dst-port=1024-1030 protocol=tcp
add action=drop chain=virus comment=MyDoom dst-port=1080 protocol=tcp

add action=drop chain=virus comment= dst-port=1214 protocol=tcp

add action=drop chain=virus comment="ndm requester" dst-port=1363 protocol=tcp
add action=drop chain=virus comment="ndm server" dst-port=1364 protocol=tcp
add action=drop chain=virus comment="screen cast" dst-port=1368 protocol=tcp
add action=drop chain=virus comment=hromgrafx dst-port=1373 protocol=tcp

add action=drop chain=virus comment=cichlid dst-port=1377 protocol=tcp

add action=drop chain=virus comment="Bagle Virus" dst-port=2745 protocol=tcp
add action=drop chain=virus comment=Dumaru.Y dst-port=2283 protocol=tcp

add action=drop chain=virus comment=Beagle dst-port=2535 protocol=tcp

add action=drop chain=virus comment=Beagle.C-K dst-port=2745 protocol=tcp

add action=drop chain=virus comment=MyDoom dst-port=3127-3128 protocol=tcp
add action=drop chain=virus comment="Backdoor OptixPro" dst-port=3410 protocol=tcp
add action=drop chain=virus comment=Sasser dst-port=5554 protocol=tcp

add action=drop chain=virus comment=Beagle.B dst-port=8866 protocol=tcp

add action=drop chain=virus comment=Dabber.A-B dst-port=9898 protocol=tcp
add action=drop chain=virus comment=Dumaru.Y dst-port=10000 protocol=tcp

add action=drop chain=virus comment=MyDoom.B dst-port=10080 protocol=tcp
add action=drop chain=virus comment=NetBus dst-port=12345 protocol=tcp

add action=drop chain=virus comment=Kuang? dst-port=17300 protocol=tcp

add action=drop chain=virus comment=SubSeven dst-port=27374 protocol=tcp

Yy
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add action=drop chain=virus comment="PhatBot, Agobot, Gaobot" dst-port=65506
protocol=tcp

add action=jump chain=forward comment="jump to the virus chain" jump-target=virus
add chain=input comment="Accept established connections" connection-state=established
add chain=input comment="Accept related connections" connection-state=related

add action=drop chain=input comment="invalid connections" connection-state=invalid
add chain=input comment=UDP protocol=udp

add action=drop chain=forward comment="invalid connections" connection-state=invalid

WAN Interface ;| DNS coulgs o yog03 S @

/ TIp firewall filter
add action=drop chain=input comment="BLOCK DNS REQUEST ON WAN INTERFACE"
dst-port=53 in-interface=pppoe-outl protocol=udp

Torrent / P2P (il 5 0505 SO @

/ip firewall mangle

add action=mark-packet chain=postrouting comment="p2p download" disabled=no layer7-
protocol=p2p www new-packet-mark="p2p download" passthrough=no

add action=mark-packet chain=postrouting disabled=no layer7-protocol=p2p_dns new-packet-
mark="p2p download" passthrough=no

/ip firewall filter

add action=drop chain=forward comment="Block P2p www Packets / Zaib" disabled=no
layer7-protocol=p2p www

add action=drop chain=forward comment="Block P2p dns Packets / Zaib" disabled=no
layer7-protocol=p2p dns

add action=drop chain=forward comment="Block General P2P Connections , default mikrotik
p2p colelction / zaib" disabled=no p2p=all-p2p
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| /tool fetch url=http://www.iwik.org/ipcountry/mikrotik/IR |
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| /import file-name=IR

pmled oo 43L5l RouterOS o Loy Sl 5 joged jlxe g Firewall Rule G s @

/ip firewall
add action=drop chain=input in-interface=etherl log=yes src-address-list=!IR
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Lo < Jlg 018 aiile «3,ls 5425 Action oyl ;o RouterOS ;I sl isw ,0 Log ol sl ol i ol lacl

S by pmleiee JLi 1, Log 4 gy o 435 Jlg n6 50 0o slml ()58 ;0 j0 JLio ol ar g, cnl 51008
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| /add chain=forward action=log disabled=no |

pmlad s0 G p25 g, SYslog 4 logs JLu )l g Action G e

/system logging action add name=syslog-serve target=remote remote=192.168.10.10 remote-
port=514 src-address=192.168.10.1

omled oo iy 25 Server

/system logging add topic=firewall action=syslogserver

NTP :SCRO-7

o] g

Co e ccalizes slol38le 5 g b lidlccen Slejen b aS ol o NTP « c5lu ) Sl o g 5 (S5
U9 oo do> S £489 D y90,0 g ROUterOS 040 lojer &ygo j0 dles oo ST 1) ol g, canlic o
o oolitul JIg 8 (9l jo Sloj sloosly 51 ST rizmen d90i jndl 9 (2bs) (S yd @] 00l Eud sl
ALl salgs o ble 4 g ] S5 Mes RouterOS o405 oy &g 4o sl

s ilwooly ogi

Amled (asiio |y ruore Sloj adlaie b lal @

/system clock set time-zone=+3:30

o2 oo plil |, NTP Client Oledass s @

/[system ntp client set enabled=yes primary-ntp=192.168.0.2 secondary-ntp=192.168.0.3

mode=unicast
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pmled oo 2y 5 RouterOS jo 5,8 iy Community 35501 1) el (g0, L Community G ool
ol slp |, Write Access  Sig 09 o0l,3 SNMP 5 b 5l 55 Co pow Sl sy o a5 5g0,0

[snmp community set [ find default=yes ] name=snmpv3user security=private authentication-

password=snmpv3authPass authentication-protocol=SHA1 encryption-

password=snmpv3encPass encryption-protocol=AES read-access=yes write-access=no
addresses=10.0.0.0/24

MLN‘SA QS&“-’)&’-’ ol pa-‘ﬂ-\.’ Communlty L: ‘) SNMP Bt DB

/snmp set enabled=yes location="The Management" contact=mng@example.com trap-
community=snmpv3user trap-version=3 trap-interfaces=etherl
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